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information assurance

I nformation assurance can be described
as ‘the confidence that information

systems will protect the information they
handle and will function as they need to,
under the control of legitimate users’. More
directly, information assurance is about
making sure that information stays in the
right hands, in the right place, and at the
right time. So why does something
seemingly so straightforward continue to
confound organisations large and small,
public and private?

There was a big clue in a recent survey
conducted in the UK, where 40 per cent of
senior management respondents had little
or no understanding of what the term
information assurance actually meant. If
the proposed European data breach
notification legislation is adopted as
expected in spring 2009, these people may
soon receive an education.

It’s a people problem
After more than 15 years in IT security I
believe that information assurance, like
many persistent difficulties around IT, is
for the most part a people problem.
Whenever I read about a new incidence of
data loss, or information theft, I take a
moment to consider what was going
through the mind of the individual
concerned when he posted that CD,
dropped that USB drive, or wrote that piece
of code which is now making the 1 o’clock
news.
l Why do USB tokens containing your
personal details get carried home?
l Why doesn’t data get encrypted when it
leaves a secure location?
l Why does the office temp get the same
access to information as the manager?
l Why aren’t access privileges ever revoked
when a member of staff moves department?
l Why aren’t concerns raised when a user
prints hundreds of pages late at night?
l Why don’t these problems get fixed when
they are eventually discovered?

There are many answers to the questions
raised above. Some people will deliberately
try to circumvent security measures and
ignore procedures because they are bad
apples. The criminal gang that operated

within the DVLA is one such example.
Some people do the wrong thing for the
right reasons, at least in their mind. Think
about the hardworking employee who
takes his office home with him each night
on a USB stick. Or the time-poor civil
servant who tries to make use of
commuting time by breaching regulations
and removing hardcopy reports from his
office to read on the train. The default
security mindset is to be sceptical, to trust
no-one. However, on the whole most people
ARE trustworthy, but what seems like the
right thing to do for a call-centre worker
who wants to help his customer, may not
be the same thing that I, as the person
responsible for information assurance,
wants him to do.

Information system
problems
Of course there are many shortcomings in
information systems themselves,
passwords stored in the open, a lack of role
based access control to applications and
information, poor separation of networks,
storage and devices such as printers and
DVD burners. At the same time there has
been an explosion in the amount of online
information held (which shows no signs of
slowing). As desktop systems became more
powerful and information more
distributed, so the potential for problems
grew. There was far less scope for
accidental or deliberate liberation of
sensitive information from a VT100 serial
terminal, but that was then and this is
now.

Technology is only part of the answer,
considering that today encryption is freely
available, one time passwords are no
longer the preserve of spies, and the
storage required to provide endless audit
trails costs less than 15 pence per
GigaByte.

To ignore the people factor and focus
purely on technological solutions is to only
treat part of the problem.

Improving information
assurance
So, how can we look to improve our score

on the information assurance card? Here
are some recommended solutions.

ACCOUNTABILITY
Most organisations lack clear
accountability for information assurance.
With no single owner and usually so many
well meaning stakeholders, IA remains
someone else’s problem as a data-loss
scandal, a collapse in customer confidence,
or negative press washes over your
company. The first step towards improving
your IA record is to appoint a senior
(ideally board level) person to undertake
this responsibility, just as you may already
have a senior owner for compliance, the
audit committee, or regulatory affairs.

RISK MANAGEMENT
Many organisations lack a well developed
risk management function. Threats to IA
should be reviewed, monitored, and
updated regularly. New technology, new
criminal ‘business models’, and new
developments inside your company will all
impact IA. Where steps are required to
counter upcoming threats, the call for
action will carry additional weight when
expressed maturely in terms of risk
management.

TESTING
How can you gain confidence that systems,
procedures, and safeguards are working as
they should be? Testing your information
assurance measures should be the
responsibility of a neutral oversight
department or individual, able to appoint
an independent (even external) auditor for
the task. It is a common mistake to assume
that because individual components of a
system or end-to-end procedure have been
tested, the system as a whole is validated.
Consider a regular independent test of
your environment in the same way that
you would do so for PCI or any other
compliance certification. Track
improvements in your IA results.

CREATE MANDATORY POLICY
RULES
One of the first steps towards impacting
user behaviour is to annunciate a clear
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